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Aprtem IIEJJYHOB;
HOmurpo JJAHJE, n.1.H., mpodecop

OB’€IHAHH BJIN3BKUX 3A 3MICTOM BVY3JIIB ITP1 ®OPMYBAHHI
MEPEXI KIBEPHETUYHHX BPA3JIMBOCTEN

AHoTaniss PoGoTta posrisgae mpoueaypy YIOCKOHAJIGHHS Mepexi
KiOepHETHYHHX BpPA3IUBOCTEH IUISIXOM TIO€NHAHHA BY3MTiB, ONM3BKUX 3a
3MICTOM IMOHATH, 3a AOMNOMOIOI0 TCHEPATHBHOIO IMITYYHOTO iHTeJ'IeKTy.
CdopMoBaHO BINMOBIXHMAI MPOMNT Ta NOKAa3aHO IOKPAIICHHS ITOKa3HUKIB
Mepexi NIIAXoM 00'e JHa HHS OJIM3BKUX 3a 3MICTOM BY3IiB.

Summary. The work examines the procedure for improving the
network of cybernetic vulnerabilities by combining nodes - concepts close in
content with the help of generative artificial intelligence. A corresponding
prompt is formed and improvement is shown by combining nodes
corresponding to concepts close in content.

KmouoBi cioBa: xibepHETHYHI Bpa3/IUBOCTi, TeHEPATUBHUIN IITYYHUH
IHTENEeKT, MOEHA HHS BY3JIiB, IPOMIT, XapaKTEePUCTUKU MEPExKi

Ha neit yac 3a gonoMororo reaepaTuBHOTO MmTy4YHOTO iHTENekTy (I'CL)
MOXIIMBE (OPMYyBaHHS MEPEkK MPEAMETHHX Tally3el, [0 paHille BUMAaralo
BeIHKAX PECYpCHHX 1 4YacoBHX BHUTpaT. 30KpeMa, 3a aJpecoro
https://bigsearch.space/datasets/cyber security vulnerability.txt 3HaX0IUTh-Cs
JlaTaceT, NPHUCBAYEHUN BpasnUBOCTAM KidepOe3meku, SKUHi 103BOJISIE
OpuiMATH Ba’XkKIMBI pIICHHS B y Iid ranysi. Pasom 3 mum, meil gatacer
MICTUTh DS BYy3NIB-MOHATH, SIKi € 3a CBOEK CYTHICTIO 3MICTOBHUMH
cuHoHiMamu. [loenmHaHHA TaKUX CHHOHIMIYHMX JAQHIIOKKIB, 3MiHa ixX
OJAHAKOBUMH CYTHOCTSIMM Ma€ 3pOOUTH Mepexy OUIbIl JaKOHIYHOIO,
3pO3YMLUIOI0 KOPHCTYBa Yy -€KCIEePTY .

ToMmy akTyadbpHICTH POOOTH TMOJISITAa€ B HEOOXIMHOCTI OMTHMI3a il
Mepex, 10 CTBOPIOIOTHCS 32 Jomomororo I'CILL

OcHOBHa MeTa poOOTH TmoJyisrae B 00'€AHAHHI BY3TIB-MIOHATH s
CTBOpPEHHS CHCTEMATH30BAaHOI CTPYKTYpH, CHPSIMOBAaHOI Ha MiIBUINCHHS
3aTaJIBHOTO PIiBHS CIPUIHATTS MPEIMETHOT 00J1a CTi.

Mepexy, o po3nIsNaceThes, OYyJIO0 CTBOPEHO NUIAXOM BHKOHAHHS
npowMirTie g0 cucremu chatgpt Tumy “Reason Prompt: Name 10 reasons for the
concept of “Weak encryption” as part of the concept of “cyber security
vulnerability”. Each reason must contain no more than three words. In the
format “reason; Weak encryption”. Each entry on a separate line”
(https://ssrn.com/abstract=4464477). Y pesyiasTaTi0ys10 cOpMOBaHO MEPEKY,
sKa TOPS] 3 BEIUKHMH IepeBaraMH (aKTyaJbHUH 1 TOBHHH CKIIaJ TOHSTH,
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JIOCTyITHE Bi3yalibHE BiZOOpa)XCHHS), Ma€ HEMONIK, BOHA MICTHIA JIEIKY
KUTBKICTh TPAaKTUYHO OJHAKOBUX 3a 3MICTOM IOHAThH, IO IHKOJW 3HIKYE
CHPHUHHATTA Mepexi, YCKIaIHIOE IPONeC MIATPUMKH NPUHHATTS pIlIeHb.
Ctpykrypy 1€l Mepexi HaBeneHo Ha Puc. 1. Mepexa mictuts 162 By3nn i 176
3B’SI3KiB, Y€ MaJry muibHICTS 0,013,

[InsixoM BUKOHA HHSI TIpOMIITY 70 cuctemu chatgpt surmsiny

“Replace each concept in the list of pairs of concepts with a shorter
conceptthat is close in meaning,and output it in the same format in English (in
pairs, through ;). The list consists of pairs of concepts:

Weak encryption; cyber security vulnerability

Malware infections; cyber security vulnerability ...”

Byna orpuMaHa y3arajpHEeHa Mepexa, HaBe[eHa Ha Puc. 2, ska MICTHTb
nume 110 By3miB i 3HauHO OimbITy MiTEHICTH 0,047. OCHOBHI By3/H -KOHIIEITH
miei mepexi: “SECURITY VULNERABILITY”, “SECURITY WEAKNESS”,
“MALICIOUS SOFTWARE”, “INSIDER RISKS”, “LACK OF UPDATES”,
“SOCIAL MANIPULATION”, “DATA BREACHES”, “DECEPTIVE
MESSAGES”, “CONFIGURATION FLAWS”, “CYBERSECURITY
VULNERABILITY”, “ENCRYPTION FLAW”.

Puc. 1. Buxigaa mMepexa Puc. 2. YaockoHnaneHa mepexa

BucnoBku. Crix Bim3Ha9uTH, II0 pO3po0IeHa METOIUKA KOHCOJTiAA i
BY3JIiB y Mepexi ImpeaMeTHoi oOnacTi Bpa3nmmBocTed KibepOesmekw, Hamae
ONTHMI3aIlil0 BUKOPUCTAHHS PECYpCiB, a caMe, 3MEHIICHHS KUTBKOCTi BY3IIiB
CYTHOCTEH, M0 pO3MIAJAIOTHCSA, 30UTBIICHHS MIUIBHOCTI MeEpeXi, SBHUM
BUAIEHHSIM HasBHUX KkimactepiB. Lled miaxim AO03BOJIIE  CTBOPUTH
CHCTEMaTH30BaHy CTPYKTYpPY, sIKa CHOpHsie Kpammiil Bizyami3amii, 3po3yMiTocTi
CTPYKTYPH MEpEeXi, IO CIOpHUSE MABUIIEHHIO DPIiBHSA MIATPUMKUA TPHAHSATTS
pimens B ramys3i kibepOesnexn. BaxauBicTs aITOPUTMY BUKOPUCTOBYETBCS 10
MIBUAKO 3MIHIOIOUHXCA YMOB KibepmpocTopy 3abesneduye CTIMKICTh Ta 3aXHCT
Bifl Cy4acCHHUX Kibep3arpos.
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